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By summarizing the ways blockchain enhances a wide 
variety of governmental services, and highlighting 
blockchain-based government projects/initiatives that 
are now in production, this report demonstrates the 
potential of blockchain technologies in applications for 
governments looking to leverage blockchain solutions.

Blockchain technologies are currently being 
adopted as foundational infrastructure for forward-
thinking governments, mainly because they allow 
governments to streamline operations and improve 
coordination without compromising transparency, 
fairness and accountability. Many governments have 
already initiated blockchain-based pilot programs 
or in-production government applications to replace 
functional, but imperfect legacy systems.  
As governments try to move more and more services 
online, they are recognizing blockchain as essential 
infrastructure for the information age. In addition to 
governments realizing the potential of the technology 
for use cases directly pertaining to governments 
themselves, there is also an understanding that having 
blockchain infrastructure in place is important for 
unleashing economic activity in the private sector. 
With blockchain protocols still in early development, 
governments are eager to help dictate the blockchain 
protocol standards that will ultimately be adopted 
globally, and reap the long-lasting benefits of such 
adoption. 
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WHY GOVERNMENTS 
STRUGGLE WITH 
TRANSPARENCY, 
FAIRNESS,  AND 
ACCOUNTABILITY

FAIRNESS VS EFFICIENCY

Governments, like all large organizations, struggle to coordinate 
processes across disparate stakeholders. The extent that a 
government is successful in doing so can be considered a measure 
of that government’s efficiency and effectiveness. For example, if 
Citizen A transfers his property to Citizen B, an efficient and effective 
government will easily know this fact and henceforth request and 
receive property taxes from Citizen B rather than Citizen A. 
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More than most organizations, however, governments are expected 
to provide transparency, fairness, and accountability to the public. 
This is true even for highly concentrated and centralized regimes 
who, despite the concentration of power, to remain legitimate must 
nevertheless provide some degree of transparency, fairness, and 
accountability for at least a segment of the population. Certainly, 
when it comes to democracies, transparency, fairness, and 
accountability are foundational pillars for governments’ legitimacy.

Unfortunately, providing transparency, fairness, and accountability 
is far from easy. The nature of the processes that governments 
must manage, frustrates even the most genuine attempts to do so. 
Quite often, efforts to improve accountability result in a reduction 
of efficiency and effectiveness. Thus, governments are often forced 
to make a trade-off between fairness and efficiency. Consider 
the example of land title registries. These are effectively centrally 
managed ledgers that track the ownership of land and property for 
a given region. The challenge for governments is to make the ledger 
transparent enough to ensure fairness and reduce the prevalence 
of corruption while still maintaining a high level of efficiency in the 
tracking of land and property ownership. 

Traditionally, the method for ensuring fairness consists of three 
components: (1) clearly defined administrative processes, (2) open 
access to public records, and (3) legal procedures for when disputes 
arise. So, for example, a request to update the land registry must go 
through multiple administrative steps before it is merged into the 
official ledger. In open societies, the official ledger is made available 
to the public. This endows the public with the ability to monitor 
the activities of the administrative elites, and potentially blow the 

whistle when irregularities are suspected. In the event that a dispute 
does arise, the legal system takes its place as the final arbiter. This 
system of administrative processes, transparency to the public, 
and legal resolution has served us well, but it is far from perfect. A 
key drawback is, as mentioned, lack of efficiency. Thus, the process, 
for example, of closing a property sale in the modern era, can take 
months and typically consumes two to five percent of the purchase 
price of a home.1 

Much of the problem arises from the inability to efficiently make 
changes to the land registry and to coordinate such changes with 
other stakeholders, which may include banks, insurance providers, 
escrow services, listing agents, and more. 

Yet, despite the considerable costs and delays, fairness in land 
registries is still far from guaranteed. In some developing regions, 
land registry corruption is in fact widespread.1 In Honduras, some 
government officials altered the country’s land ownership database 
to steal property. In India, millions of families do not possess legal 
ownership of the land they live and work on.2 Nor is land registry 
corruption restricted to developing regions. In regions with longer 
histories of legal stability, it simply becomes more complex, typically 
involving clever manipulation of obscure laws, lobbying of corrupt 
politicians to ensure legal loopholes, and routing of transactions 
through multiple jurisdictions. Anti-corruption NGO Global Witness, 
for instance, estimated in 2019 that £100bn worth of property in 
England and Wales was secretly owned by anonymous companies 
registered in tax havens.3
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Land registries illustrate a very important causality: deficits in 
efficiency and fairness are more often than not offset by increases 
in corruption. In optimized, efficient systems, the public is largely 
content to operate within the bounds of that system, while inefficient 
systems cause large numbers of individuals to seek less than legal 
workarounds. Fair systems engender trust, pride, and a sense of 
community, while unfair systems encourage individuals to seek out 
self-interested illegal alternatives without remorse. Transparency 
gives the public a tool to hold public officials and private citizens 
accountable for malfeasance, while a lack of transparency 
provides cover for wrongdoers. Sunlight is said to be the best of 
disinfectants.4 

Distributed ledger technology provides the framework 
for government to reduce fraud, corruption, error and the 
cost of paper-intensive processes. It has the potential to 
redefine the relationship between government and the 
citizen in terms of data sharing, transparency and trust.
-Mark Walport, Chief Scientific Adviser to UK Government 5

DATA MANAGEMENT  
IS THE KEY

Ultimately, the inability of governments 
to protect the long-term integrity of 
records while simultaneously operating 
with a reasonable level of efficiency 
comes down to a fundamental problem 
with the way data is a managed. 
Specifically, governments lack the tools 
to ensure the transparent and immutable 
management of databases, particularly 
over long periods of time, and especially 
in the digital era. 

Continuing with the example of land 
registries, where a centralized database 
acts as the final source of truth as to 
the ownership of land and property, 
those with sufficient administrative 
access have the power to change the 
“truth” practically at their whim. In most 
countries, paper records and sometimes 
even verbal testimony can be used to 
protect, to some extent, the property 
rights of individuals, but doing so entails 
costly legal processes with no guarantee 
of success.
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THE DECENTRALIZATION PRINCIPLE

One way to reduce reliance on a single source of truth is to 
duplicate and decentralize read/write access to the registry. 
For example, we can split a single centralized database into 
two databases located separately, and each placed under the 
administration of separate authorities. Now if people want to make 
an update to the land registry, it must be independently cleared 
through the checks and balances of each authority. One authority 
will initiate the update, but before it can be integrated into the 
database of either authority, the suggested update must be sent 
to the other authority, where it is subjected to that authority’s 
unique verification procedure. Then, at an agreed upon time, both 
authorities update their separate ledgers in unison. This effectively 
doubles the number of corrupt insiders who must be “greased” in 
order to cheat the system, thereby reducing the opportunity for 
corruption. 

Further, now the public can query either of the databases and know 
that they both contain the same information. Decentralization in 
this manner therefore also improves transparency. Not only that, by 
the mere fact of physically separating and duplicating the records, 
it also enhances their ability to persist over time through disasters, 
revolutions, and so forth. 
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LEGACY DATA MANAGEMENT TOOLS 
INHIBIT DECENTRALIZATION

The problem is, using legacy data management tools, this type of 
decentralization makes the process of engaging with the system 
less efficient administratively. An applicant must now wait for 
the independent verification of both authorities to clear the land 
title registration via their own processes. Additionally, we face 
the challenge of updating the records in unison. When it comes 
to paper records, this is virtually impossible as there will always 
be a time lag, meaning we will never be able to ensure that both 
databases are, in fact, identical. In the digital realm (and using 
legacy tools), it is likewise impossible to ensure as much without 
sacrificing decentralization (thereby bringing us right back to where 
we started). 

The problem with legacy data management tools in this regard 
is that they work on the “client-server” model. This means that 
one centralized server hosts the database, and clients query 
it. Further, traditional relational databases are controlled by a 
database administrator who, critically, has the power to alter entries 
unilaterally. You can give control of the database to more than one 
administrator, but, once you have done that, both administrators 
lose the ability to enforce a given protocol. It then becomes possible 
for each administrator to make updates to the database practically 
without oversight.
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BLOCKCHAIN-SUPPORTED DATA 
MANAGEMENT

To achieve decentralization and to benefit from the transparency 
it brings, what is needed is a way to increase the number of 
verifying nodes and distribute their position geographically and 
administratively without exponentially increasing the bureaucratic 
burden. This is exactly what blockchain can do, and it can do it in a 
digital environment.

A blockchain-supported land title registry, to continue with our 
current example, effectively removes the ability of a centralized 
database administrator to make unilateral changes.

It does this by: 

1. Ensuring that only those updates to the ledger which adhere to 
a predefined protocol can be merged into the ledger in the first 
place.

2. Distributing the ledger across a much larger pool of nodes yet 
achieving coordination between nodes as to the current state 
of the ledger without exponentially increasing the bureaucratic 
burden. This is achieved through the use of a “consensus 
mechanism” such as Proof of Work, Proof of Stake, or Proof of 
Authority (see below).

3. Enabling each node to independently track all changes made 
to the ledger, going all the way back to its genesis, thereby 
keeping all nodes honest. 

This graph covers some of the key differences:

Blockchain 
Type

Public Blockchain Private 
Blockchain

Hybrid

Access Anyone Single 
organization

Multiple  
organizations

Identity Anonymous Identified Identified

Security Trustless Trusted Trusted

Consensus 
mechanism

Proof of Work (PoW)

Proof of Stake (PoS)

Proof of Authority 
(PoA)

Proof of Authority (PoA)

Proof of Stake (PoS)

Transaction 
Approval 
Frequency

Long
Bitcoin: 10 min or more

Short 
1 sec

Medium/short
1 minute / 1 sec

Energy 
consumption

Large energy 
consumption

Low energy 
consumption

Low energy 
consumption

Network type decentralied Partially 
decentralized

Decentralized (a 
hybrid between 
public and private)

Sources*: https://blockchainerz.com/everything-youve-ever-wanted-to-know-about-blockchain-types
https://blog.modex.tech/exploring-the-different-types-of-blockchain-10395da93a51
* nomenclature and categories are not entirely agreed upon

It must be noted here that a blockchain-based ledger can broadly 
take three forms - public, private, and hybrid – and the form taken 
determines to a large extent the resulting properties and utility of 
the system. 
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In the public version – of which Bitcoin is the most prominent 
example – not only is the state of the ledger entirely accessible 
without permission, additionally anyone can run a consensus 
contributing full node, meaning the public itself enforces the rules 
of the ledger. When changes to the ledger are proposed, each 
node independently and authoritatively verifies that the proposed 
changes adhere to all of the rules defined in the full node open-
source software. At a regular interval, proposed changes are 
compiled into an update to the ledger (a new block), and the 
update is broadcast to the network. Full nodes verify the update 
and if the update conforms to all the rules, they add the update to 
their personal copy of the ledger. All nodes with the same rule set 
will also have the same exact ledger. Nodes that alter their rules 
create a new network with a different ledger moving forward. Thus, 
upgrading public blockchain software like Bitcoin or Ethereum, 
even when an overwhelming majority of the community supports 
the upgrade, is a laborious and contentious process.

Critically, public blockchains also rely on financial incentives to 
ensure game theoretically sound outcomes. While anyone can 
propose changes and participate in policing the ledger at minimal 
costs by operating a full node as described above, if you wish to 
compile proposed changes and create the update for the ledger, 
you must participate in an economic resource competition. The 
winner creates the next update. In Proof of Work (PoW), the most 
popular economic resource mechanism, those economic resources 
come in the form of expensive computer hardware and electricity. 

Using economic resources to gatekeep who can create updates to 
the ledger is necessary, because without gatekeeping the network 
would quickly be overwhelmed by everyone attempting to add 
different and conflicting information to the ledger at the same 
time. Bitcoin and Ethereum both utilize PoW, however Ethereum is 
in the process of migrating to Proof of Stake (PoS), an alternative 
mechanism with different trade-offs to PoW. No matter which 
mechanism is chosen, public blockchains are likely not the best 
solution for most applications relevant to government (such as 
land title registers) because, due to the fact of being entirely open to 
the public, these systems – which again, are driven by game theory 
- carry the risk of adversarial foreign actors making “non-rational” 
choices. Thus, a rival nation could choose to deploy asymmetrically 
large resources to manipulate the system against the national 
interests of the country that set it up. 

A private blockchain-based ledger shares many features of 
the public version, but a key difference is that access is granted 
to permissioned participants only. This allows more costly and 
slower Proof of Work or Proof of Stake consensus mechanisms to 
be replaced with a Proof of Authority consensus mechanism. So, 
instead of incentivizing participants to reach consensus by offering 
financial rewards, we merely assign specific authorities the role of 
ledger validators (miners). These authenticators are given authority 
to “mine” new blocks at effectively zero cost. 
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In our land title registry example, a private blockchain-based ledger 
may consist of as few as two such authenticators (or nodes). This 
would appear to represent perhaps no improvement over the status 
quo in terms of accountability. We are, after all, still forced to rely on 
the two authenticators as the arbiters of truth. However, with status 
quo data management tools, one authenticator could choose to 
manipulate the ledger and it would be exceedingly difficult for the 
other authenticator to identify the rewriting of history. Not so with a 
blockchain-based ledger. Reason being, blockchain-based ledgers 
consist of a chain of updates, each inextricably linked to the next (in 
a process that is mathematically verifiable). This means that both 
nodes in our two-node system retain access to all previous versions 
of the ledger, thereby eliminating the possibility of one node making 
secret changes to the ledger. Importantly, it is relatively trivial to 
increase the number of authenticating nodes. This means we can 
scale up our two-node system without exponentially increasingly 
the bureaucratic burden, thereby making it much harder for 
collusion to take place.

In a hybrid blockchain-based based ledger, depending on how 
the owners set the rules, some processes are public, and some 
are private. For example, a hybrid blockchain-based ledger may 
be designed such that public access is granted to the contents of 
the ledger, while permissioned access to the writing of the ledger 
is retained by just a few nodes. In our blockchain-based land title 
registrar example, this would enable a huge degree of transparency 
above and beyond status quo systems. 

Thus, even if there are only a few “writing nodes,” the public would 
at least know, at all times, exactly what changes are being made 
to the ledger. Further, since, again, due to the fact that blockchains 
connect one block to another, it is effectively impossible for the 
“writing nodes” to unilaterally alter history. 

“The Blockchain is like a book. The pages are numbered; 
the land register entries are immutable. The book is 
published, and all people can see it. Since it is stored in 
many places at the same time and no single place can 
control all nodes, one will not be able to convince the world 
of a fake version of the truth.” 
-Marc Taverner, CEO International Association for Trusted Blockchain Applications 6
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Let us briefly look at an example of how a government-built 
blockchain-supported data management system might work 
in practice. Imagine that a government has setup a blockchain-
supported land registry along a hybrid model. It grants writing 
privileges by Proof of Authority to 10 regional nodes (one for each 
province in the nation) and an additional two federal nodes. In the 
interests of reducing the opportunity for corruption, the federal 
nodes are operated by administratively distinct and geographically 
separated authorities (for example, the Land Title Office in the 
capital city and the Comptroller of the Land Title Office in a regional 
capital). In addition to these 12 “writing nodes,” the government 
creates 13 more “watchdog” nodes. These are operated by non-
government organizations who are selected in a transparent 
process and who are up for election every five years. 

The consensus mechanism for updating the land registry is 
designed such that, although only 12 of the nodes can initiate 
changes to the land title register, all 25 nodes contribute to 
consensus of the ledger. Thus, when an update to the registry – such 
as the transfer of a property from Person A to Person B - is proposed 
by one of the 12 writing nodes, the other 24 nodes automatically 
check whether the update is in line with the predefined rules or 
“protocol.” 

FEDERAL NODESREGIONAL NODES WATCHDOG NODES

+

?

&

12  read/write nodes 1  Writing 
node

A node 
proposes a 

change

Nodes check 
and verify that 
change is valid

The node checks that 
at least 22 of 25 nodes 
agree XYZ  is valid. If 
so, appends XYZ  to 

personal ledger

Nodes check that the 
updated ledger is 

valid. If so, updates 
their personal ledgers

ALL 25 
nodes

24 Other 
nodes

A RANDOM NODE
“validating node”

ONLY 12  read/write nodes 
can propose changes

13  read only

ALL 25  must agree that 
the changes are valid

Some examples of predefined rules here may include (1) Person A’s 
signature must be attached to the proposed transaction, and (2) 
Person B must have a valid tax number. 

Having checked the validity of proposed updates within a defined 
time interval – say two minutes -, all 25 nodes then broadcast their 
new version of the truth (the updated ledger) to all the other nodes. 
A single node is then chosen at random to compile the submissions. 
This “validating node” follows a defined protocol such as, “updates to 
the ledger that have been broadcast by 90% of nodes are considered 
valid.” The validating node then broadcasts the updated ledger back 
to all the other nodes, who synchronously add it as an attachment 
(new “block”) to their previous version of the ledger. This new version 
of the ledger is the official truth. In this way, each update to the ledger 
forms another link in the chain, allowing all nodes to track all previous 
versions of the ledger all the way back to the genesis “block.” 
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HOW GOVERNMENT  
CAN USE BLOCKCHAIN

Blockchain-based ledgers have wide and varied applications  
for governments. Here we explore some of them in detail.

DIGITAL NATIONAL IDENTITY

Identity forms the cornerstone of interaction with government 
services, but legacy data management tools fail to provide 
secure yet rapidly accessible, verifiable, and updateable identity. 
While developed nations enjoy the benefits of strong national 
identification, many developing countries struggle to provide secure, 
reliable identification. The World Bank, under the Identification For 
Development Initiative (ID4D), estimates over 1 billion people do 
not have an official proof of identity. Unfortunately, identification 
is usually necessary to secure health services like patient access 
and insurance coverage. Lack of identification is a critical barrier 
to inclusion in financial services, contributing to the approximately 
1.7 billion unbanked. The World Bank, through ID4D, recognizes that 
Digital ID is the mechanism to bring foundational identification 
to developing nations. Not only will Digital ID empower individuals, 
a McKinsey Global Institute Report found that it could save 
approximately 110 billion hours using more efficient digital-based 
government services and can lead to an “average potential per-
country benefit of roughly 6 percent of GDP in 2030.”8 



source: www.bundesblock.de/wp-content/uploads/2019/01/ssi-paper.pdf (page20)
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A growing number of countries are implementing digital identity 
management systems in the hopes of improving the efficiency of 
their identity management infrastructure. These systems, which 
invariably rely on centralized database management architecture, 
do bring marked efficiency gains, but they cannot guarantee the 
confidentiality of identity information. For example, India’s biometric 
authentication number system, known as Aadhaar, has greatly 
improved citizen access to government services while streamlining 
the ability of India to manage the identity of its citizens, yet Aadhaar 
has also been shown to be vulnerable to a wide range of frauds, 
including those involving land transfers, procuring passports, 
getting loans, casting votes, obtaining other IDs, siphoning off ration 
grains, identity theft, and more.9 Aadhaar, and other centralized 
identity management systems like it, are also vulnerable to 
security breaches that may result in identity information being lost 
altogether.

Recalling our discussion of public vs private vs hybrid blockchains, 
the precise architecture for a blockchain-based national identity 
system can vary significantly, and again, different architectures 
come with differing implications for transparency and utility. 
That being understood, as with our land registry example, the 
basic principle is the same: we decentralize storage and read/
write access to the ledger that contains identity information. 
And, as with the previously described land registry example, an 
immediate advantage of distributing nodes in this manner, is that 
the information contained in the ledger they store becomes anti-
fragile.

Beyond that, a blockchain-based identity management system 
offers citizens the opportunity to take “self-sovereign” control 
of their identity in the digital realm. Blockchain-supported self-
sovereign identity can be best understood as, “an infrastructural 
innovation that solves the interoperability and security problems 
of isolated and federated identity by facilitating a decentralized 
architecture for cryptographic roots of trust in a combination with 
Verifiable Credentials on the basis of encryption technologies, 
Distributed Ledger Technology, Open Standards and interoperable 
protocols. The architecture gives individuals and entities the power 
to directly control and manage their digital identity without the need 
to rely on external authorities.” 10 

Self-sovereign Identity Building Blocks
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This brings us to another key component that we have yet to 
address: the issue of privacy. On the one hand, public access to 
citizens’ information is needed to ensure transparency towards the 
goal of reducing corruption. Additionally, authorities need access to 
citizens’ information in order to offer them the appropriate services 
and to do so with efficiently and with high granularity. On the other 
hand, the privacy of individuals must be protected in order to 
prevent abuse. A digital national identity system must avoid the 
temptation to provide government (or anyone else) with excessive 
power to investigate the personal details of individuals, as doing so 
exposes individuals to abuse of power.

There is another important component of the latest generation of 
blockchain-supported ledgers that is relevant in this regard. This 
is the so-called “zero-knowledge proof,” which is a cryptographic 
technique where “the prover can convince the verifier that a 
certain statement is correct without providing the verifier with 
any additional information or leaking any information about the 
witness.”11 

This technique enables a citizen to, for example, prove ownership of 
a credential such as a driver’s license without revealing any other 
information, including age, gender, records of traffic violations, and 
so on.12 

Beyond just protecting against fraud and ensuring anti-fragility, self-
sovereign identity supported by zero-knowledge proofs, therefore, 
has the potential to endow citizens with true ownership over their 
identity data. Citizens can choose which data points to make 
available to which authorities at which times, yet, for the authorities, 

the veracity of such data is provably verifiable. This reduces the 
potential for authorities to gain dangerous “panopticon” levels of 
control over people, while simultaneously reducing the potential for 
citizens to engage in fraud.

A blockchain-based national identity system equipped with zero 
knowledge proofs can provide citizens, for the first time, with a 
secure digital identity that can be efficiently updated and can 
be used as the basis for interaction with not only government-
managed services like interacting with the tax system, administering 
pensions, and issuing grants, but also private-sector services like 
loans and insurance.

Now that we have explored how blockchain-supported digital 
identity can form the foundation for a fair and “self-sovereign” 
identity management system, let’s look at some of the applications 
such a system could unleash. 
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Identimint, utilizing SettleMint’s low-code platform for rapid 
blockchain implementation, is the reference implementation of 
a blockchain-based self-sovereign identity solution showcasing 
real-life use cases of how self-sovereign identity can work.

• Patients and Healthcare Industry: Patients control their 
own health records. They can share the records with health 
professionals. Frictionlessly get relevant health records to the 
healthcare providers you need, whether it’s a referred specialist 
or new physician. Patients can verify inclusion in health 
insurance programs with the touch of a button. Institutions and 
healthcare providers also benefit from seamless, timely, and 
relevant patient records while also reducing overhead costs 
from expensive legacy Enterprise Risk Management (ERM) 
programs. Individuals can opt into anonymized data sets to 
allow institutions and administrators high quality data to shape 
public policy.

• Employees and Employers: Employees can collect and digitize 
achievements or facts such as diplomas, Grade Point Average, 
and awards. Employees can instantly prove to potential 
Employers the veracity of achievements and facts. Employees 
benefit from automatic background verification on potential 
employee credentials. Electronic payroll, common in developed 
countries but rarer in the developing world, is seamless through 
integration with financial services.

• Consumers and Financial Services: Consumers can KYC faster 
and more easily. Many consumers gain access for the first time 
to online banking and credit services. Faster and easier KYC 
leads to new customers for financial services, as well as no 
more need for costly 3rd-party KYC providers. Financial service 
companies will enjoy dramatically lower costs for customer 
data compliance, storage, and protection.

• Citizens and Government: Citizens can store important and 
private government issued credentials, such as passports 
and driver’s licenses, securely through a mobile wallet on 
their phone. Online voting from your mobile phone becomes 
possible. Citizen can verify enrolment in public programs like: 
school, healthcare, and social welfare services. Governments 
save billions of dollars with more efficient digital-based 
services. They engender trust in their citizens by increasing 
transparency and fairness, and reducing corruption.

• Asset Owners and Asset-based Service Providers: Registering, 
buying, and selling land becomes more efficient, faster, 
and less costly. Equity holders and equity services enjoy 
all the same benefits as consumers and financial services. 
Cryptocurrency assets can be directly purchased, held, and 
exchanged through the mobile wallet. 
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PROCUREMENT

Public procurement represents a significant portion of governmental 
budgets, accounting for 29% of general government expenditure 
totalling €4.2 trillion in OECD countries in 2013, with more than 60% of 
that spent at the subnational level.13 The OECD estimates that 10-30% 
of the investment in publicly funded construction projects may be 
lost to corruption. The Construction Sector Transparency Initiative 
(CoST) estimates that, “annual losses in global construction through 
mismanagement, inefficiency and corruption could reach USD 2.5 
trillion by 2020.”14

Public procurement is particularly vulnerable to corruption for a 
number of reasons. Parties in the procurement process, both on the 
public and private side, are induced into corrupt acts by the size 
of potential financial gains, the close interaction between public 
officials and business, and how easy it is to hide corrupt actions. The 
volume of transactions, the large sums of money being transacted, 
and the complexity of the bureaucratic process obfuscates corrupt 
acts and bad actors. 



source: www3.weforum.org/docs/WEF_Blockchain_Government_Transparency_Report.pdf (page 7)
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It is no exaggeration to say that blockchain-based solutions have 
the potential to affect almost every aspect of the procurement 
cycle, which can consist of four phases: Planning, Bidding, Bid 
Evaluation, and Implementation and Monitoring. Corruption 
vulnerabilities exists at every stage of the procurement process.

PLANNING BIDDING
BID  
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IMPLEMENTATION
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assessment
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It is beyond the scope of this report to cover all of the potential fixes 
blockchain offers to the procurement cycle. Instead, let us focus 
on a few major reforms around transparency and stakeholder 
participation to illustrate the possibilities.

In the planning stage public officials create evaluation criteria by 
which bidding companies are judged. For simplicity, let’s assume 
the evaluation score is weighted as follows: 50% bid amount, 
30% company experience score, and 20% company evaluation 
score. Public officials would score the companies against a set 
of predetermined criteria. Later in the procurement cycle, the 
evaluation weighting ratio might be retroactively changed, either 
for legitimate or nefarious purposes. In either case, blockchain 
guarantees the weighting before and after the change is public, 
along with the party that made the change. In the case of a 
compromised public official, since there would be no way to conceal 
the change, it is highly unlikely such an action would be attempted.

Automated functions via smart-contracts can ensure transparency 
of critical functionality. The above example could be avoided 
completely by making the smart-contract require a quorum 
of stakeholders for any retroactive changes. Smart-contract 
functionality can be very useful during bidding and bidding 
evaluation rounds, which can happen one or more times. If a public 
official is bribed by a company, that official might relay information 
which allows the company to precisely undercut other bidders. With 
a blockchain running the procurement process, all bidders would 
submit their bids under hidden IDs and the bid amounts would be 
cryptographically sealed until the end of the bidding round. After 
public officials evaluated the bids, the smart-contract could dictate 
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a minimum comment period to allow stakeholders to point out flaws 
in evaluation criteria like incorrect experience scores or company 
evaluation scores.

Some of this functionality is already achievable with current 
eProcurement systems, such as Korea’s KONEPS Public Procurement 
System. However, since KONEPS is not blockchain-based, it 
suffers from the same problems of transparency, efficiency, and 
corruption discussed previously. Finally, something that hasn’t been 
mentioned before, only smart-contracts provide transparency 
and independence from the underlying hardware. A compromised 
server on the KONEPS system could potentially execute arbitrary 
code.

In addition to transparency, distributed ledger technology can 
encourage a wider coalition of stakeholders to participate in and 
monitor procurement cycles. Too often the most active stakeholders 
in any given procurement process are the public officials and the 
businesses directly involved in the process, a potential problem 
when more than half of all foreign bribery cases likely occur to 
obtain public procurement contracts.15 Watchdog organizations, 
end-users, the media, and citizens are often frustrated by obstacles 
related to access: information and documents are not readily 
available, untrustworthy, redacted, modified, and/or delayed. 
Blockchain can provide an easily accessible, tamper-proof, and 
real-time window into on-going procurement processes. As public 
stake holders see they have a discernible and immutable impact 
on procurement proceedings, it can create a virtuous cycle where 
stake holders are encouraged by their efforts, thus participate more, 
which has more impact.

VOTING

The majority of countries utilize some form of electoral system for 
choosing national legislatures. Despite the advent of computers 
and the internet, paper-ballot-based voting remains the dominant 
method of voting, including in most developed countries. This is 
understandable, given that the failure for a government to deliver 
safe and secure elections might undermine the legitimacy of 
that government. Adopting new voting technologies should be 
approached with the utmost caution. Still, paper-ballot-based 
voting systems are far from perfect, suffering from flaws related to 
costs, time, and integrity.

Millions of paper-ballots must be printed, boxed and sealed, 
transported, and securely stored before and after voting. Paper 
ballot costs must include all of the ancillary costs in labour, vehicles, 
gas, packaging, and storage. Printing the necessary number of 
ballots is time-consuming. For America’s 2020 elections, it took 
printing plants months of continuous printing to meet the demand. 



BLOCKCHAIN: A TOOL FOR ENHANCING TRUST AND TRANSPARENCY IN GOVERNMENT 39

This is not only time-consuming and unnecessarily expensive, but 
is environmentally unfriendly: “At Runbeck, one of the largest ballot 
printers in the country, … the company went through 6,500 miles of 
paper to print 36 million ballots for 214 counties in 11 states.”16 Election 
results can take an inordinate amount of time to release due to a 
myriad of problems like having to physically open envelopes, hand 
recounts, collation difficulties, and disputed counts. In 2014, the 
final results of Ukraine’s parliamentary election took 15 days to be 
released. America’s 2000 presidential results, mired by many of the 
above problems, took one month to declare a winner.  
Finally, paper-ballots are not accurate. Most paper-ballot-based 
voting systems use a voting machine, for example: lever voting, 
punched cards, and optical scan ballots. Punch card ballots suffer 
from abnormalities like hanging chads or dimpled chads. Optical 
scan voting systems, are the latest generation of paper-ballot-
based voting systems in which an optical scanner is used to read 
marked paper ballots and tally results. These, however, suffer from 
accuracy problems too. The Federal Election Commission in America 
requires an accuracy of one mistake in one million, yet in practice 
optical scan ballots preformed orders of magnitude worse, at 1 in 
6,000 or, even less than 1 in 1000.17

Likely spurred by these problems and others, many countries are in 
various stages of moving from paper-based, to electronic-based 
voting systems. Paperless electronic voting machines are known 
as direct-recording electronic (DRE) voting machines. Brazil first 
introduced their DRE voting machine in 1996. America began in 2001. 

Unfortunately, these systems are vulnerable to serious failures: 
large scale attacks, voters unable to detect changes or errors, 
and no audit trail. America’s transition towards DRE has continued, 
albeit at a more restrained pace as incidents with DRE machines 
have continued to amass. Similarly, Brazil continues with DRE voting 
despite some concerns.18 19

Blockchain has innate features that can solve the problems of 
existing paperless systems, such as the ability for voters to detect 
changes or errors and auditability, however, the technology is 
not ready to be used as the basis for a completely digital voting 
system. “Voatz,” a blockchain-based mobile voting app used in 2018 
for various national and local elections in America, suffered from 
serious security vulnerabilities, including but not limited to allowing 
attackers to change ballots at a large scale without voters or 
election officials noticing.20 A blockchain-based voting system used 
in Moscow, Russia city council elections in 2019 was shown to contain 
multiple vulnerabilities.21

While the technology is not yet ready to replace paper-based voting 
systems, in the near term, blockchain integration into existing 
systems will be beneficial. Blockchain has already been proven to 
support voting by improving transparency and immutability in the 
collation period. Collation is when votes that have been counted at 
individual polling stations must be aggregated with other polling 
stations to form a consensus for a given region. For instance, 
Indonesia, as an archipelago consisting of more than 15,000 islands, 
has understandably struggled with the logistics of providing timely 
election results. 
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SettleMint, in collaboration with the University of Indonesia, set up 
an independent blockchain-based verification system to secure, 
using blockchain, the results of Indonesia’s paper-based April 2019 
elections, and report on the results almost instantaneously. The 
application was able to report on 25 million votes within hours 
after the polling stations closed. By contrast, the official results 
only became public after weeks.22 Such a system could easily be 
integrated into proposed End-to-end-verifiable (E2E-V) voting 
systems. E2E-V will likely be used with blockchain to, for example, 
post encrypted ballots on public bulletin boards enabling individual 
verifiability, by which voters can verify whether their ballot was 
included in the final tally. 

In the long-term, as blockchain technology matures and 
proliferates throughout public organs and institutions, blockchain 
could become a crucial piece of the voting process. In addition, 
blockchain-based self-sovereign identity platforms, such as 
IdentiMint23 would allow citizens to prove their legitimate inclusion in 
a vote, cast an electronic ballot, and verify the integrity of their vote, 
all through a smartphone app.

REPORT  
RESULTS

SETTLEMINT,  IN COLLABORATION 
WITH THE UNIVERSITY OF INDONESIA

ABLE TO REPORT 25 MILLION VOTES WITHIN HOURS

PAST

Vote  
(finger print)

Register on the 
Blockchain using 

Settlemint Platform

source: www.settlemint.com/stories-indonesia
https://indonesia2019.ballotbox.eu/?locale=en

Count 
paper votes

25M

Record it  
on C1 form

100,000

Sign it and 
photograph it

• proof of  
integrity

• proof of  
existence

Vote  
(vote machine)

FUTURE

Public Bulletin 
Board

SettleMint Blockchain  
reports results instantly

verify by QR code

store voters choice

Receipt



BLOCKCHAIN: A TOOL FOR ENHANCING TRUST AND TRANSPARENCY IN GOVERNMENT 43

REGISTRIES 

Registration titling systems have had important consequences for 
the economy, leading to “better access to formal credit, higher land 
values, higher investment in land, and higher income.”24 Modern 
registration systems are far from perfect. There is plenty of potential 
to improve their performance related to cost and effectiveness. In 
some countries, such as England, many conveyance transactions 
(e.g., conveyance with a mortgage) can only be completed by 
conveyancing solicitors, whose fees are higher due to the relative 
scarcity of such licensed professionals. Registration systems can 
act as bottlenecks for land transactions. There are complaints going 
back to 2015 of England’s Land Registry having 6-month transaction 
delays. Similar complaints persisted in 2020.25 26 Such delays become 
understandable upon seeing that a simplified flowchart of key steps 
when buying a house in England can consist of 20 steps or more.27

Inefficient registration systems with little transparency or 
accountability make corruption a problem. The Organized Crime 
and Corruption Reporting Project’s 2019 report on land registry 
corruption in Bangladesh outlines the typical pattern. The NGO’s 
report found that obtaining a license as a deed writer incurs a bribe 
to the highest-level administrators of approximately $23,000. This 
is seen as an investment, though, since individual deed registration 
applicants are forced to pay up to $5000 in bribes at various points 
in the process, meaning a deed writer can expect to see a return 
on their “investment” in short order.28 The situation is similar in 
Nigeria, according to a 2018 study, which in addition to uncovering 
rife corruption along the same pattern as Bangladesh, found that 
only 11 percent of real estate consultant respondents stated that 
they always registered residential land purchases.29 Blockchain can 
become the basis of an efficient, fair, and transparent land registry 
system.

Going back to our land title registry example, if we integrate 
blockchain-supported self-sovereign identity, much of this process 
becomes streamlined.

Imagine Person A, Alice, owns Property X and wishes to sell it to 
Person B, Bob. As long as both the land title and the identities of the 
participants already exist in our system, transferring ownership is a 
simple matter of Alice digitally signing the deal. Behind the scenes, 
ownership of the land title itself, in line with the predefined protocol, 
can be transferred if, and only if, Alice’s digital signature is received. 
We can add security measures such as the requirement for a 
signature from a third-party notarial service, and we can also add 
functionality like escrow. 
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The latter is achieved through the use of a “smart contract,” which 
is a flow-based programmable instrument that executes a function 
based on predefined parameters. For example, in our property 
transfer application, a smart contract could be set up as follows:

Function: Property X is transferred from Alice to Bob
Condition: $100,000 is received in Alice’s bank account

If Alice and Bob (digitally) sign the contract, thereby agreeing to the 
terms of the property sale, then Property X will be transferred to Bob if, 
and only if, $100,000 is received in Alice’s bank account. Once the two 
parties sign the smart contract, the contract monitors the designated 
bank account. When the defined transaction is confirmed, the 
contract executes. This system has the potential to not only ensure 
fairness, but also to increase efficiency by eliminating the need for 
multiple intermediary steps as in the status quo.
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Already, countries are turning to blockchain-based land registry 
systems as a way to combat corruption and improve efficiency. 
Georgia began their blockchain-based property rights system in 
2016. In 2018, Georgia registered over 1.5 million land titles through 
their blockchain-based system.30 Ghana began working on a 
land registry system in 2018, but as of yet effective output has 
not materialised. These examples show that governments are 
serious about fixing inefficient and unfair land registry systems. The 
timeframes of these examples show the challenges in designing 
and implementing blockchain-based applications. Low-code 
solutions, like those offered at SettleMint, are imperative for large 
institutions such as governments to deploy needed blockchain-
based applications in a timely fashion.

We’ve used land title registries as a focal point for understanding 
the utility of blockchain-supported data management systems, but 
land title registries are just one of the depositories of records where 
governments and their legal branches may serve as the primary 
source of truth. Others include the registering of corporate entities, 
marriage and divorce records, criminal records, licenses, academic 
credentials, and more. 

HEALTHCARE

Blockchain-based technology can help improve healthcare 
through digital identification, but it can also directly upgrade 
deficient components in health management systems. Research 
from the World Bank shows that digital identification may play 
an important role in many areas of healthcare, including but not 
limited to, reducing pregnancy-related death, lowering mortality 
from communicable and non-communicable diseases, improving 
access to sexual and reproductive coverage, researching medicines 
and vaccines, and improving monitoring and responding systems 
for health risks. Currently, due to siloed patient medical data, 
healthcare providers are delayed or unable to access a patient’s 
relevant electronic medical and treatment histories. Researchers 
and administrators are hampered in collecting broad, high-
quality data, which impairs improving social healthcare policies, 
apportioning public funds, and improving treatments. Finally, in 
many countries, citizens are unable to prove their admittance in 
insurance plans and other health-related programs.
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Security, privacy, and interoperability issues inherent to legacy data 
management tools currently prevent the proliferation and utilization 
of electronic health records (EHRs), which can form the foundation 
for efficiency improvements in government-managed healthcare.

EHRs built on a blockchain-supported distributed ledger can 
enable some or all of the following use cases:

• Freedom of movement  
with the healthcare system

• Elimination of redundant  
onboarding procedures 
and tests

• Digital prescriptions that 
can be easily screened for 
potential adverse reactions

• More personalized 
healthcare

• Citizens taking ownership  
of their health data and  
volunteering it or selling it  
for research

• Incentives for citizens  
to make defined positive  
health-related choices

• Automated payments  
for healthcare providers  
and vendors.

REGULATION

Enforcing regulation is as onerous a task for government as adhering 
to regulation is for businesses. A big part of the problem is the 
inadequacy of legacy tools when it comes to managing the data 
needed for both the enforcement of and adherence to regulation. 

Consider the example of aviation parts, which, to ensure safety, are 
subject to strict regulations throughout their lifecycle. Parts which 
have been approved for use (a heavily regulated process in itself) 
must have their hours in operation logged and must adhere to a 
regulated schedule for overhauls. All collected data must retain 
its continuity in the secondary market for aviation parts, which is 
an estimated $4.2 billion per year industry. Precisely tracking the 
provenance of aviation parts transparently and immutably is, 
therefore, essential for preventing fraud and ensuring safety.

It is also essential for authorities to have the capacity to track and 
trace items granularly and in real time, as doing so allows authorities 
to identify the source of a substandard part or contamination, and 
issue timely but targeted recalls. Blockchain-supported distributed 
ledgers enable all of the above features and so can streamline 
regulation and enhance reaction capacity in the event of emergency. 

Some examples of industries that can benefit from blockchain-
supported regulation include:

• Aviation parts
• Pharmaceuticals
• Medical equipment

• Securities
• Food supply chain



BLOCKCHAIN: A TOOL FOR ENHANCING TRUST AND TRANSPARENCY IN GOVERNMENT 51

ADMINISTRATION

Administration of government-managed programs ranging from 
pension systems to healthcare, education, and defense, often 
requires coordination between disparate parties, and it almost 
always involves sensitive data that must be protected. Blockchain-
supported administration systems enable real-time coordination 
between wide-ranging participants while also providing the needed 
transparency. Some examples of use cases include:

• Management of government contracts 
Posting and administering government contracts on a 
distributed ledger with granular read/write permission control 
can provide the needed balance between transparency and 
protection of confidentiality.

• Sovereign wealth-fund administration 
Blockchain can facilitate the transparent management of 
sovereign wealth funds, bolstering public confidence and 
ensuring adherence to, for example, sustainability goals.

• Pension administration 
Combining blockchain supported digital identity with pension 
ecosystem partners can streamline the entire pension lifecycle, 
from entering the workforce to expiration.

• Driver’s License administration 
Since in many countries driver’s licenses are the de facto 
government identification, they are perfect candidates for 
blockchain inclusion for all of the reasons enumerated in the 
Digital national identity section. The traceability of blockchain-
based driver’s licenses should curtail the tendency of people in 
some countries to procure their driver’s license through bribes.

• Data storage 
Blockchain can be used to support digital storage of publicly 
accessible records. By distributing storage across multiple 
nodes, both the resiliency and the integrity of the data can be 
ensured. 
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THE STATE OF 
BLOCKCHAIN ADOPTION 
BY GOVERNMENTS

A growing number of countries and regions are exploring blockchain-
supported data management systems for their potential to improve 
accountability and enhance efficiency of services. There are a wide 
variety of government initiated pilot projects covering all of the above 
applications, and more. The following is a brief sampling of some of the 
more notable pilots:

• The US Food and Drug Administration’s Drug Supply Chain 
Security Act pilot project. Launched in February 2019, the project 
is intended to “assist FDA and members of the pharmaceutical 
distribution supply chain in the development of the electronic, 
interoperable system that will identify and trace certain 
prescription drugs as they are distributed within the United 
States.”32

• The Swedish land registry, Lantmäteriet. Successfully trialled 
in 2017-2018, it was a blockchain-supported system for tracking 
documents during the sale of a property. Transaction participants 
including buyers, sellers, brokers, and banks could keep track of 
the sale digitally. Though successful, the pilot has not yet been 
adopted at a national scale.33
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• The Indian state of Maharashtra’s land registry. Completed in 
2019, it was a proof of concept that deployed a “hybrid blockchain 
to track and manage the transaction life cycle of land registry 
and apartment registry from verification to transfer of ownership 
of a property, using blockchain based escrow based smart 
contracts.”34

There are also a growing number of in-production blockchain-
supported government applications. Let us once again return to 
land registries to see how an urban land registry digitisation project 
underway in Africa is using blockchain in a unique way to address 
the problems of digitising land registries. There are two important 
factors that separate successful digitisation efforts of land 
registries: quality of data for accurate accounts of land titles and 
engagement and education of the community.35 

Initial data is gathered from existing paper-based land registries 
(if they exist), satellite, airplane, and drawn images. Land agents 
confirm property data on a house-by-house basis through 
documents such as utility invoices and community recognition. 
In many densely populated impoverished urban areas, no land 
registry or paper trail exists. Low-quality data often causes legal 
land disputes. The courts quickly become overwhelmed and the 
digitisation effort stalls. Now blockchain is being injected into the 
property titling process. When land agents enter a community 
to confirm property rights, they seek out and consult esteemed 
community members. 

Through a blockchain-based application, those community 
members receive the authority to confirm the validity of claims 
made by land agents. The esteemed community members can 
check directly with residents if they consent to the land agent’s 
assessment. By delegating cryptographically guaranteed authority 
to respected community members, the quality of the data is 
improved and the community is engaged. 

Since the respected community members will cryptographically 
sign-off on the land registry data, the number of land dispute 
cases handled by the judiciary should decrease substantially. 
The cases that remain should resolve much faster because the 
community members’ confirmations are accessible as evidence 
for the judiciary handling land dispute resolution. Urban land titling, 
while difficult, is important. Urban land has been considered largely 
worthless and thus not meriting the investment necessary to assign 
property rights. In favellas or impoverished urban quarters, almost 
all residents do not own the land they occupy. It is important to give 
these residents ownership of their homes, since it has been shown 
that landlessness is one of the most powerful predictors of poverty.36 
Once urban land has entered the land registry the intrinsic value of 
the land as a domicile is financialized, giving land owners access to 
credit markets, a key component in financial deepening. There is a 
significant positive relationship between financial deepening and 
economic growth.37 38 
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This is just one way blockchain is supporting government projects. 
Some other notable examples include:

• The Smart Dubai blockchain payment reconciliation and 
settlement project. The project, which started with a proof 
of concept in early 2017, has now scaled up to include 48 
organizations. Leveraging a blockchain-supported infrastructure 
to improve coordination, the participants now enjoy instant 
reconciliations and settlement (where previously a 45-day 
process was the norm), immediate disputes and claims resolution, 
improved operational efficiency through automation of financial 
procedures, and transparency and immutability of financial 
records.39

• Malta’s academic credential verification system. After completing 
a pilot in early 2019 (the pilot started in 2017), Malta’s Ministry for 
Education and Employment has committed to a two-year roll out 
its blockchain-supported academic credential verification system 
which issues academic credentials such as diplomas, school 
leaving certificates, and transcripts to Maltese students in an 
internationally portable, instantly verifiable digital format.40

• The Republic of Georgia’s blockchain-based land title registry. In 
2016, Georgia moved to a blockchain-based land registry system. 
The National Agency of Public Registry administers Georgian 
citizens a digital certificate land title which is supported by 
cryptographic proof and published to a permissioned blockchain. 
With the correct multiparty digital signatures, land title can be 
legally transferred in a matter of minutes. In 2018 there were 1.5 
million registered land titles in the system and by early 2020, an 
estimated 25% of all land in Georgia has been digitally registered.41

• E-Estonia and the X-Road project. Estonia is well-known as a 
pioneer in offering government services digitally. These services 
include everything from mobility services, to business and 
finance services, electronic health records, academic credentials, 
and more. Thanks to this digitalization, Estonia’s citizens enjoy 
streamlined access to government services and advanced 
functionality such as E-prescriptions and globally accessible 
electronic health records (meaning they can easily move within 
the national health system). The key infrastructure which supports 
Estonia’s ability to offer these services digitally is known as X-Road. 
While there was been some dispute as to whether the technology 
supporting X-Road should technically be called blockchain (it’s 
architecture is somewhat different from that described in this 
report), what’s certain is that X-road provides effectively the same 
features. By linking individual servers with end-to-end encrypted 
pathways, X-Road allows data to remain local, meaning individuals 
can retain ownership over their data to a certain extent. Further, 
X-Road maintains the integrity and confidentiality of data, while at 
the same time allowing government agencies to access the data.

source: www.eublockchainforum.eu/initiative-map?utm_source=twitter&utm_medium=social&utm_campaign=initiative_map



BLOCKCHAIN: A TOOL FOR ENHANCING TRUST AND TRANSPARENCY IN GOVERNMENT 59

GOVERNMENT 
SUPPORTED  
BLOCKCHAIN 
INITIATIVES

Increasingly governments are seeing blockchain as essential 
infrastructure for the information age. Not only is there growing 
recognition of the technology’s potential for use cases directly 
pertaining to governments themselves (such as those described 
above), but there is also an understanding that having blockchain 
infrastructure in place is important for unleashing economic activity 
in the private sector. Further, with blockchain protocols still in their 
nascent stages, governments are eager to have a say in developing 
the standards that will ultimately be adopted globally. Here we 
focus on two regional powerhouses in this regard, China and the 
European Union. 



CHINA

Chinese leadership has been extremely proactive in their support 
of blockchain initiatives. Way back in December of 2016, blockchain 
was mentioned in the country’s 13th five-year plan as a technology 
of strategic importance on par with artificial intelligence.42 This was 
followed by dozens of local administrations conducting pilot projects 
using the technology for applications ranging from smart city 
initiatives to environmental protection.2

The Chinese private sector and academic community have also 
been very active with the technology, with Chinese nationals now 
accounting for half of all global blockchain patent applications.43 In 
2020, tech giant Tencent allocated $70 billion (500B yuan) through 
2025 to fintech development, including blockchain, cloud computing, 
and artificial intelligence.44 Tencent’s WeChat reportedly uses 
blockchain to track payments,45 Alibaba affiliate Ant Group has its 
own blockchain platform that focuses on global trade and financial 
services, and Baidu has its own blockchain-as-a-service offering.

In May 2018, Chinese President Xi Jinping called blockchain a 
“breakthrough” technology,46 then in October 2019 he called on the 
nation to “seize the opportunity” and take a “leading position” in the 
development of blockchain technology.47 

Blockchain Service Network: Government sponsored 
blockchain infrastructure with Chinese characteristics

In October 2019, China launched its nationwide Blockchain Service Network 
(BSN). Described as the “internet of blockchains” or “an operating system 
for blockchains,”48 the BSN is a blockchain hosting network platform geared 
towards small and medium enterprises. It offers tools for developing blockchain 
applications, and aims to provide a low-cost way for small and medium 
enterprises to adopt the technology. The platform is said to be able to provide 
SMEs with blockchain solutions at 20% of the cost of private offerings.49 In this sense, 
it can be considered a competitor to private enterprise blockchain platforms in 
China like those offered by Ant or Baidu.

The BSN was launched jointly by the State Information Centre, China Mobile, and 
China UnionPay amongst other institutions. The State Information Centre is a think 
tank under the National Development and Reform Commission, which is China’s 
highest economic planning agency. China Mobile is a state-owned telecom firm 
which boasts the world’s biggest network by subscribers, while state controlled 
UnionPay is the country’s largest card issuer (bigger than Visa and Mastercard). 
The project is supported by technology provider Red Date Technology. Together 
these founding members form the Blockchain Service Network Development 
Association (BSNDA) which officially oversees the project. The stated aims of the 
BSNDA are to:

• improve the layout of the blockchain sector

• serve the development of smart cities

• serve the development of the digital economy.
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“Featuring controllable security, independent innovation, 
openness and inclusiveness, the network will effectively 
reduce the technical and economic threshold for the 
application of blockchain.”
- Shan Zhiguang, Deputy Head of the State Information Centre 50

The BSN consists of “Public City Nodes,” of which there are currently over 100 in 
China, expanding to 200 over 2021 and to all 451 prefecture-level cities thereafter.51 
These nodes, which will ostensibly contribute to consensus of the information 
contained in the ledgers they host, also provide cloud service resources. The 
Public City Nodes are administered by the BSNDA and are accessible to the public 
through BSN Portals. Application publishers and users make use of a unified identity 
certificate to manage and join blockchain applications through the Portals and 
the legal names and business details of all users are logged and tracked.52

Interoperability and risks

A key stated aim of the BSNDA is to enable interoperability between blockchains. 
Thus, the BSN, which itself appears to be built using Hyperledger Fabric, will 
reportedly be blockchain protocol agnostic, allowing other blockchain protocols 
to dock and communicate across its framework.53 However, while the BSN may 
be technically compatible with all major global blockchains, the BSNDA will use 
its “Framework Adaptation Standards” to adapt each protocol such that it is 
compliant with Chinese regulation.54

According to an internal BSNDA memo obtained by CoinDesk in September of 2020, 
the blockchain frameworks will look quite different after being “localized” for the 
Chinese market. For instance, public networks will be permissioned and the tokens 
that drive them will be replaced with direct payment in renminbi to the Public City 
Node operators.

“The public decentralized chains will become public 
permissioned consortium chains, which can be supervised 
by regulators, and that is currently the most direct and 
effective way for the projects to be compliant and reach 
domestic users within China.”
-Internal BSNDA memo obtained by CoinDesk 55

The BSN appears to have a rather distinct split between its domestic version and 
international version, with the mainland version firmly under government control 
and the international version seemingly more compatible with public chains. To 
provide a bridge between mainland China and the rest of the world, the BSNDA is 
reportedly setting up nodes in at least seven major cities globally.
However, according to analysis from Sino Global Capital whose research team 
has been carefully monitoring the BSN’s stated aims versus actual implementation, 
there exists the “possibility that the shared cryptography algorithms users are 
forced to adopt may be [sic] contain a backdoor or a set of root keys available to 
the government.”56

Bottom line

The BSN, simply due to the scale and power of its backers, is poised to become 
the world’s largest blockchain ecosystem. Certainly, within China, the BSN is 
likely to form the foundation for improved coordination between businesses and 
with the public sector. Even internationally, the draw towards the BSN is likely to 
be significant. Therefore, fears that the BSN is potentially being controlled and 
monitored by the Chinese government may be overlooked by organizations who 
are seeking closer access to and integration with Chinese business. On the other 
hand, the profit motive may, in the end, be trumped by fears of Chinese influence, 
particularly if viable alternative global blockchain infrastructure is available. 
Observe, for example, the pushback against Huawei in light of accusations that it is 
a vector for Chinese espionage. If the BSNDA wishes to make the BSN a truly global 
network, it will need to tread carefully.

BLOCKCHAIN: A TOOL FOR ENHANCING TRUST AND TRANSPARENCY IN GOVERNMENT 63



“China’s ambitions to provide a global public infrastructure 
via its global Blockchain Service Network won’t advance far 
in the current geopolitical climate.”
-Martha Bennett, VP, Principal Analyst at Forrester

BSN as a path to adoption for the digital renminbi 

A final point to consider in discussion of the BSN is its relation to China’s Digital 
Currency Electronic Payment (DCEP), which is currently in live testing in select 
Chinese cities (making China a global leader in central bank digital currency roll 
out). There is speculation that the BSN could serve as a gateway for the DCEP to 
gain adoption as a global reserve currency, something that would benefit China by 
increasing its global power and economic influence. On its own, the DCEP stands 
little chance of taking reserve currency market share from the US dollar. Afterall, 
China’s capital account remains closed. However, if the BSN gains adoption, the 
DCEP can easily become the medium of exchange for transactions within the 
network. In fact, using the DCEP for such transactions would incur significantly 
less friction than using existing infrastructure such as the SWIFT network. Further, 
to bolster adoption, the BSN could implement incentives for using the DCEP, 
such as favourable trade finance rates. The BSN and the DCEP could, therefore, 
complement each other, potentially tipping the scales towards wider adoption of 
Chinese financial and data infrastructure.

EUROPE

Efforts within the European Union to support blockchain initiatives 
have been similarly proactive to those in China, although at lesser 
scale and proceeding at perhaps a slower rate.

The European Commission started by launching the EU Blockchain 
Observatory and Forum in February 2018 as an effort to monitor 
blockchain initiatives in Europe and seek recommendations as to 
the role the EU could play in supporting blockchain innovation. This 
led to 21 Member States and Norway agreeing to sign a Declaration 
creating the European Blockchain Partnership (EBP) in April 2018. 
The initial goal of the EBP was to avoid a fragmented approach in 
harnessing blockchain opportunities. 
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In the future, all public services will use blockchain 
technology. Blockchain is a great opportunity for Europe 
and Member States to rethink their information systems, 
to promote user trust and the protection of personal data, 
to help create new business opportunities and to establish 
new areas of leadership, benefiting citizens, public services 
and companies. The Partnership launched today enables 
Member States to work together with the European 
Commission to turn the enormous potential of blockchain 
technology into better services for citizens.
— Mariya Gabriel, Commissioner for Digital Economy and Society, commenting at 
the signature of the declaration 57

The first big outcome of the EBP was the creation of the European 
Blockchain Services Infrastructure (EBSI), which gained funding 
in February 2019 through a joint initiative from the European 
Commission and the EBP. The aims of the EBSI are broadly the 
following:

1. Transacting across borders with public services more securely 
than ever before. 

2. Simplifying administrative processes, enabling regulatory 
compliance, and increasing efficiency in cross-border public 
services. 

3. Instilling trust in citizens.

EBSI will be fully compliant with EU law, meeting the highest 
standards in terms of privacy, cybersecurity, and energy efficiency.

The EBSI consists of a network of distributed nodes across Europe. 
The Member States operate EBSI nodes at national level. These 
nodes create and broadcast transactions that update the ledger. 
The architecture of each node will be composed of two main layers: 

• A layer of use case-specific APIs developed to enable business 
applications to interface with the node.

• An infrastructure layer with capabilities common to all 
use cases. This layer will include generic capabilities and 
connectivity to blockchain networks.

Use cases

Four specific use cases were selected for development in 2019. These were:

1. Notarization. Leveraging the power of blockchain to create trusted digital 
audit trails, automate compliance checks in time-sensitive processes, and 
prove data integrity. 

2. Diplomas. Giving control back to citizens when managing their education 
credentials; significantly reducing verification costs and improving 
authenticity trust. 

3. Trusted Data Sharing. Leveraging blockchain to securely share data (e.g. 
IOSS VAT identification numbers and import one-stop-shop) amongst 
customs and tax authorities in the EU. 

4. Self-Sovereign Identity. Implementing a generic Self-Sovereign Identity 
capability, allowing users to create and control their own identity across 
borders without relying on centralized authorities
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In May 2020, the EBP voted on a new set of use cases to be implemented. These are:

1. SME financing. Creating an EU-wide platform for debt financing in the areas 
of sustainable economy, innovation, and SME modernization with the goal of 
facilitating the flow of private financing from capital owners to SMEs or green 
projects.

2. European Social Security Identification Number. Preventing fraud or errors 
by ensuring easier communication and data exchange between European 
countries and EU Institutions. It will additionally secure rights portability for 
citizens between EU Member States. 

3. Asylum process management. To facilitate the management of cross-
border and cross-authority processes in dealing with asylum applicants.58

International Association for Trusted Blockchain 
Applications (INATBA) 

Public-private cooperation is essential for achieving buy-in from disparate 
stakeholders. A final pillar of Europe’s blockchain initiative, thus, comes in the form 
of the International Association for Trusted Blockchain Applications (INATBA). 
Officially launched in April 2019, INATBA is a multi-stakeholder organization based 
in Brussels. It brings together suppliers and users of blockchain solutions with 
representatives of governmental organizations and standard setting bodies 
from all over the world. They share the common vision of promoting transparent 
governance, interoperability, legal certainty, and trust in services enabled by 
blockchain and DLT.

Bottom line

While Europe’s approach to supporting and encouraging blockchain adoption is 
at a smaller scale and earlier stage of progress than China’s BSN, it’s commitment 
to openness, transparency, and inclusion mean that international organizations 
may feel more willingness to adopt the frameworks developed. Indeed, Europe 
is making a concerted effort to accommodate the needs of the international 
community, as evidenced by cooperation with INATBA. 

However, Europe’s efforts do face constraints that may ultimately result in other 
regional efforts, such as China’s BSN, gaining a critical early foothold (first mover 
advantage). In an October 2020 post in which she predicts blockchain adoption for 
2021, Martha Bennett, Principal Analyst at Forrester, compared BSN to EBSI: 

“The European Blockchain Services Infrastructure (EBSI) 
is equally bold in its mission. Convoluted procurement 
processes and conflicting interests, however, mean that 
EBSI will see some incremental progress in the form of pilot 
projects but no major breakthroughs.”59

A note on the European Central Bank  
and the digital euro

While the EU appears to be in no rush to introduce a digital euro, should China’s 
DCEP see rapid adoption (supported perhaps by integration with the BSN), Europe’s 
stance could change.

The European Central Bank’s Oct 2020 “Report on a digital euro” emphasized that 
although the bank has not yet made a decision on whether to introduce a digital 
euro, there are several scenarios that could lead to the decision to go ahead. One 
of the highlighted scenarios was broad uptake of a digital currency issued by a 
foreign central bank.60
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FACTORS  
CONTRIBUTING  
TO THE SUCCESS  
OR FAILURE  
OF PUBLIC SECTOR 
BLOCKCHAIN  
PROJECTS

It must be noted that the vast majority of public sector blockchain 
projects initiated thus far have not made it past the pilot stage. 
As with other disruptive technologies, initial enthusiasm gives way 
to a Gartner Hype Cycle “trough of disillusionment,” with many 
rightly questioning the utility and viability of the technology. The 
OECD Observatory of Public Sector Innovation (OPSI) and the 
Digital Government and Data Unit published a report in November 
2020 outlining the current state of blockchain in government and 
analysing the factors leading to success or failure of public sector 
blockchain projects, with the following results →
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NON-SUCCESS FACTORS

1. Disruptiveness. Disruptive projects are generally more  
complex and difficult to implement.

2. Limited scalability. The deployment of projects with limited scalability 
may be impossible or not worth the effort; however, they may provide 
learning opportunities.

3. Legal uncertainty. Lack of clarity regarding the legal or regulative side 
hinders service deployment.61

SUCCESS FACTORS

1. Clear value proposal. The project must address a clear,  
specific business goal

2. Appropriate technology. The project must use appropriate technology.

3. Stakeholder management. The project must identify and manage 
relevant stakeholders.

4. User focus. The project must engage end users with the service’s design

5. Experimentation. The project must address problems encountered 
during implementation and pursue unforeseen opportunities.

The report concludes by recommending that public sector officials 
who are considering a blockchain innovation project should first:

1. Educate themselves generally on what blockchain is

2. Identify needs that can only be addressed using blockchain technology

3. Ensure that the project integrates as many of the above-described success 
factors as possible (while avoiding non-success factors), and

4. Ensure they have the organizational maturity and technical capabilities to 
drive the project.62



CONCLUSION
Blockchain technologies have evolved 
in a short period of time from being 
a fringe technology with unproven or 
misunderstood utility, to now taking their 
place as foundational infrastructure for 
forward-thinking governments who are 
looking to streamline operations and 
improve coordination. The technology 
has even reached the highest levels 
of national strategic importance, as 
evidenced by China and Europe’s efforts 
to build blockchain infrastructure. The 
latter development brings with it potential 
geopolitical implications, particularly in the 
face of (1) the perception of the declining 
status of the US Dollar as the global reserve 
currency, and (2) increasing intervention 
by central banks the world over in response 
to economic instability. One result of the 
geopolitical game may be increased 
government support for blockchain 
initiatives. For example, when Chinese 
and/or European blockchain initiatives 
begin to bear fruit, it is possible that the US, 
which has so far been relatively inactive 
at a national level, will feel pressured into 
making moves towards supporting the 
technology, thereby further boosting the 
technology’s prevalence and adoption. 

While it is impossible to predict exactly 
what form global blockchain infrastructure 
will take, what is certain is that the 
technology is on the rise. Considering 
that the culture of blockchain protocol 
development has emerged squarely 
on the open-source model, it is our 
conjecture that, with the right architecture, 
blockchain-supported applications in 
government and the public sector will not 
only streamline operations and improve 
coordination, but also ultimately take a 
form that enhances fairness, transparency, 
and accountability. Governments who 
espouse these values, therefore, should 
see blockchain technology as a tool for 
improving government efficiency and 
enhancing the common good. 

As a final note, in the interests of avoiding 
wasted public resources, it is important 
that public sector innovation officers 
who are looking to leverage blockchain 
technology carefully consider the success 
and non-success factors highlighted by the 
OECD.



SETTLEMINT’S 
BLOCKCHAIN 
PLATFORM-AS- 
A-SERVICE (BPAAS)

SettleMint has developed a low-code platform for enterprise 
blockchain applications. Using the platform, organisations can 
speed up the go-to-market of DLT-based capital markets products 
and infrastructure. 

Leverages existing IT skills 

Built up in several layers that solve the many technical challenges 
developers face with blockchain technology, the platform 
empowers organizations to use their existing IT skills to build and 
deploy blockchain solutions. Featuring an integrated development 
environment that contains the base components for blockchain 
platforms as well easily customizable code libraries, organizations 
using SettleMint’s Platform can go from concept to in-production 
applications in weeks not months, and at a fraction of the cost of 
building from scratch.
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Easily integrates with legacy infrastructure

Several of the layers that make up SettleMint’s BPaaS are specifically 
designed to simplify the process of integration with legacy 
systems, something that is particularly relevant in the context of 
capital markets’ applications where lack of common standards 
and fragmented IT solutions and data architectures prevail. For 
example, SettleMint provides an infrastructure wrapper that enables 
developers to deploy secure blockchain infrastructure using 
containerized workloads in Amazon Web Services, Microsoft Azure 
and Google Cloud off the shelf. This means organizations can keep 
their legacy infrastructure such as on-premises servers, but securely 
plugin to their blockchain implementation. Further, SettleMint’s BPaaS 
comes with a distributed API and connectors, effectively providing a 
zero configuration API layer that enables seamless integration of the 
blockchain implementation with legacy systems. Finally, SettleMint’s 
BPaaS includes an intuitive user interface that makes it easy for 
systems admins and developers to build, deploy, integrate, and 
operate distributed applications.
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“With Europe taking an extremely proactive approach 
towards accelerating blockchain adoption, and the in 
the context of China promoting the technology at the 
highest levels of power, the coming years are very likely 
to see rapid innovation and uptake in the sector. Given 
that most organizations still have limited technical 
capacity to build and engage with blockchain solutions, 
however, there’s a real danger that many organizations 
will be left behind. As a technology facilitator for 
blockchain, our goal at SettleMint is to ensure that 
all organizations have the opportunity to leverage 
blockchain technology towards bringing the wide 
potential benefits it offers.”
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