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Value Proposition 
We offer industry-leading expertise and the full range of high-end services and cyber Security 
products to enable organizations meet their information security, business continuity and 
compliance imperatives. 
 
Our Core Values: 
• Under-Committing and Over-Delivering Approach 
• Latest Methodologies and 100% Tested resources 
• Out-of-the-box thinking and personal excellence 
• No compromise with quality of work at any point of time 
• Honesty and Integrity 
• Team work based conducive work friendly environment for employees 
 
Key Differentiators 
Our service offerings include to provide an expert, independent and unbiased view of 
organization’s risk, and compliance and security postures with on-demand expertise covering 
the entire information security value chain and at all layers. We bring the following best in 
industry professional experts to our customers, which add value at each layer of information 
security value chain. 
 
Our expertise: 

•  Web / Mobile Application Penetration testing 

•  Network Penetration Testing 

•  API penetration testing. 

•  Ethical hackers 

•  Information Securities Assessment and Implementation 

•  Remote Secure Access Solution 

•  Cloud Web security 

•  Multi Factor Authentication 

 
Experienced and Qualified Security Researchers 
 
Our strength is our security researchers, and we believe that if we have consultants who are 
motivated, trained, and qualified, we will automatically be able to fulfill our commitments to our 
clients. All the technical as well as management team members have at least 5-6 years of 
experience in their own domain. Our security researchers have consistently appeared in Hall 
of Fame of reputed companies like Google,Oracle, facebook, Adobe, Microsoft and more, they 
also have high ranking in various BugBounty programs.  
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INTRODUCTION: 

  What is SafeHats? 

 SafeHats program enables the company to create and run its own bug bounty programs to 
secure your applications. Through Safehats, Company can access the best security 
researchers to identify various security loopholes in their applications. The company can also 
define and run appropriate reward programs in exchange for the bugs identified by the security 
researchers. 

 

How our Platform works? 

 

 

 

 

 

 

 

 

 

 

 

 

Safehats provides Launchpad application and access to hundred security researchers who will 
perform the application security testing and submit the bug report. Safehats helps to manage 
the entire bug bounty program for enterprises which includes bounty amount setting, bug 
triaging, bug validation, mediation services, payment to security researchers, and more.  

 

Safehats also provides following services to create security policy and procedures as per ISO 
standards for Vulnerability management: 
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• /security page: We will help you to create security page for your website (e.g 
instasafe.com/security).  /security page is the first gateway of your website that security 
researchers will reach out to you to report any kind of security bug. 

• Responsible Disclosure policy: Provide guidelines for the security researchers to be 
followed for reporting vulnerabilities 

• Safehats Trusted Seal: Indication of commitment towards your customers’ security. 
Improves your brand image. 
 
For more details about these above items, please refer Appendix section. 

 

          

 

1) Scope of Work 

A Company, as part of its compliance initiatives need internal/external  vulnerability asessment 
and Penetration testing for the following IT infrastructure: 

The following activities are included in the scope of work:  
A. Application & Infrastructure Penetration Testing (Black box & Grey Box) involves 
performing an automated vulnerability scan to discover the security vulnerabilities followed with 
manual penetration testing to determine the security vulnerabilities, while eliminating the false 
positive and negative instances discovered by automated scan.  
 
B. Presentation to the  IT stakeholders, discuss the reported security findings for validating the 
factual and technical accuracy. Jointly review the detailed recommendation to mitigate or reduce 
the security exposure and likelihood that would help to manage the technology risk in accordance 
with the organization’s business policy.  

C. Reassessment/revalidation for all reported security risks within the application assessment 
scope, post vulnerability risk treatment from  IT team.  

D. Adherence to industry frameworks such as NIST, CWE, WASC, SANS, OWASP standard 
listing the top security vulnerabilities.  

 

http://www.instasafe.com/security
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2) Purpose of the Security Assessment 

• To check internal security measures that are already in place, and determine what 
information and access can be obtained. 

• To allow management to understand the level of risk from malicious users associated 
with the organization’s network. 

• To provide complete details of the organization’s network, and suggest a cost effective 
and targeted mitigation approach. 

• To create a basic for future decisions regarding the organization information security 
strategy and resource allocation. 

 

3) Pre-Requisites 

 
- Single point of contact from respective teams for all interactions . 

- Detailed application walkthrough before beginning the test.  

- Provide required access and user accounts in the application for grey box testing.  

- Identification of the automated scans window (time frame) to be mutually agreed during the 
kick off meeting.  

- Provide latest stable build for penetration testing deployed in test / staging environment.  

- Providing the appropriate guidance for Instasafe Security researchers for any 
clarifications/questions  

- Provide asset inventory and IP list for Infrastructure penetration testing  

•  will provide the necessary internal set-up, VPN access , Credentials for Internal scans, VM 
should be set to deploy Vulnerability scanners. 

• If any web application is discovered in the given IP address range, a high-level security 
assessment of the same to identify any injection/scripting flaws and authentication 
defects will be carried out. A comprehensive assessment of each Web application is not 
part of the scope of this assignment. 

• Scope of the assignment includes Post Remediation Assessment.  
 

- Ensure that all necessary real time backups of critical data and systems are maintained 
before and during the scanning / testing so that any system outage inadvertently caused does 
not have any adverse impact.  
 

3) Deliverables 
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• Regular Status Report – InstaSafe security researchers shall share the status report on the 

findings and the detailed mitigation steps to the business application owners over email at 

regular interval which will enable the respective teams to fix the risks instantly. 

 

As deliverables of the services mentioned in the above section, the following documentation will 
be compiled and presented as: 

Detailed Report 

Upon the completion of the assessment, we will present a detailed report comprising of the 
following sections: 

Executive Summary: This section describes the objectives and scope of the work done. It 

highlights the vulnerabilities discovered within the environment spanning technical, 

organizational, and process issues and the recommendations of the Vulnerability 

Assessment exercise from a security perspective. It also presents a statement of 

InstaSafe’s professional opinion regarding the customer’s overall security posture. 

Moreover, the report also suggests what measures need to be taken to improve the overall 

network infrastructure of the company. 

General conclusions and recommendations: This section describes overall conclusions 

detailing the critical aspects of the security infrastructure that should be modified or fixed in 

order to enhance the security of components within the company. InstaSafe will also 

provide details of Alternative Plans/ Best Practices as available to minimize the risk of 

these vulnerabilities. 

Detailed list of Vulnerabilities and Recommendations: For each vulnerability, a 
vulnerability record will be presented in the following format: 

 

• Name: Name of the vulnerability 
 

• Description: Description of the vulnerability 
 

• Risk Level: Risk associated with the vulnerability 
 

• Exposure: The availability of module containing vulnerabilities 
 

• Ease of exploitation: The rating on the complexity of method for exploitation  
 

• Impact Rating: The impact in relation with the customer environment 
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4) SafeHats’s Approach and Methodology for Vulnerability Assessment and 

Penetration Testing. 

 

Understanding Application Security Risks  

Attackers can potentially use many different paths through your applications to do harm to 

your business and organization. Each of these paths represents a risk that may, or may not 

be serious enough to warrant attention. 

 

 

 

Our Security experts use a combination of commercial and proprietary tools to run 

Vulnerability Assessment to discover the potential flaws in your application's code that can 

be exploited and then run manual Penetration Tests to help you understand the severity of 

the flaws and how exploitation of these by hackers can impact your organization in real life. 
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Top Security Issues Tested 
 

Vulnerabilities Tested Exploitability Impact  

Configuration and Deployment Misconfiguration Easy Moderate  

Application or Framework Specific Vulnerabilities Difficult Severe  

Business Logic Flaws Average High  

Shopping Cart & Payment Gateway Manipulation Difficult Severe  

Known Security Issues (CVEs) Average Moderate  

Weak Identity Management Average High  

Broken Authentication Average Severe  

Improper Authorization Average Severe  

Broken Session Management Average High  

Weak Input Validation Easy Moderate  

Error Handling  Difficult Moderate  

SQL Injection  Easy Severe  

Weak or Broken Cryptography  Difficult High  

Client Side Script Security  Easy Moderate  

Cross-Site Request Forgery (CSRF)  Average Moderate  

Cross-Site Scripting (XSS)  Average Moderate  

Clickjacking Easy Moderate  

Unrestricted File Upload Difficult Severe  

Sensitive Data Exposure Difficult Severe  

Insufficient Attack Protection Easy Moderate  
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Under-protected APIs Average Moderate  

HTTP Security Header Information Average Moderate  

 

 

 

 
 

In web application testing we cover Covers all OWASP Top 10, WASC 26 and moreover CVE 
/ NVDB / SANS Top 20 vulnerabilities. 
 

Apart from these we can find new updated attacks like subdomain takeover, XXE, XSPA, 2FA 

and Captcha bypass, Race condition bug, CSV injection, reflected file download vulnerability, 

pixel flood attack, OAuth &API bugs. 

Even if you are using CMS, we can find Zero days vulnerabilities similar to CVE-2015-8032 
and CVE-2015-8033 

 

 
 

Mobile Application Security Assessment Service 

 

Identify technical & business logic vulnerabilities in your mobile applications by leveraging 

application mapping, reverse engineering, and proprietary tools. 

o Multi-Platform Reverse Engineering, File System & API Monitoring. 
o Detailed Fix Information with Source Code Examples. 
o OWASP top 10 mobile application security testing. 
o Integrated Proprietary, Open-Source and Commercial Tools. 
o Expert Led Test-Case Driven Approach. 
o Identify Design & Logic Vulnerabilities. 
o Dynamic and static application testing. 
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Risk Assessment Methodology 

 

The severity assigned to each vulnerability was calculated using the NIST 800-30 standard. 

This standard determines the risk posed by application based on the exploitability metrics 

of the vulnerability and the impact that it would have on the business. 

THREAT ANALYSIS 

 

EXPLOITIBILITY METRICES 

The difficulty of exploiting the described security vulnerability includes required skill level and 
the amount of access necessary to visit the element susceptible to the vulnerability. The 
difficulty is rated with the following values: 
 

 Critical: An attacker is almost certain to initiate the threat event.  

 
 High: Anybody can also exploit the vulnerability or the vulnerability is very obvious and 

easily accessible.  

 
 Medium: The vulnerability requires some hacking knowledge or access is restricted in 

some way.  

 
 Low: Exploiting the vulnerability requires application access, significant time, many 

social engineering techniques tricks required or a specialized skill set.  

 
 Minimal: To exploit the vulnerability the attacker might need high privilege or not 

exploitable.  

 

 

Impact 

The impact the vulnerability would have on the organization if it were successfully exploited is 
rated with the following values: 

 
 Critical: The issue causes multiple severe or catastrophic effects on organizational 

operations, organizational assets or other organizations.  

 
 High: Exploitation produces severe degradation in mission capability to the point that 

the organization is not able to perform primary functions or results in damage to 
organizational assets.  

 

 Medium: Threat events trigger degradation in mission capability to an extent the 
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application is able to perform its primary functions, but their effectiveness is reduced 
and there may be damage to organizational assets. 

 

 Low: Successful exploitation has limited degradation in mission capability; the     
organization is able to perform its primary functions, but their effectiveness is noticeably 
reduced and may result in minor damage to organizational assets.  

 

 Minimal: The threat could have a negligible adverse effect on organizational operations 
or organizational assets.  

 

 

BUG TAXONOMY 

PRIORITY Description VULNERABILITY TYPES 

P1(Critical) Vulnerabilities that cause a privilege 
Escalation from unprivileged to admin or 
allow for remote execution, financial theft, 

etc. 

• Remote Code Execution 
• Vertical Authentication Bypass 
• XML External Entities Injection with 
significant impact 

• SQL Injection with significant impact 

P2(High) Vulnerabilities that affect the security of 
the platform including the processes it supports. 

• Stored XSS with significant impact 
• CSRF with significant impact 
• Direct object reference with 
significant impact 
• Internal SSRF 

P3(Medium) Vulnerabilities that affect multiple 
users and require little or no user 

Interaction to trigger. 

• Reflective XSS with impact 
• Direct object reference 
• CSRF with impact 

P4(Low) Vulnerabilities that affect singular user 
and require interaction or significant 

prerequisites to  trigger (MITM) to trigger 

•SSL misconfigurations with little 
impact 
• URL Redirection 
• XSS with limited impact 
• CSRF with limited impact 

   P5(Acceptable) Non-exploitable vulnerabilities in 
functionality. Vulnerabilities that are by 

design or are deemed acceptable 
business risk to the customer 

• Debug information 
• Use of CAPTCHAs 
• Code obfuscation 
• Rate limiting, etc. 
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Some of the highlights of InstaSafe’s approach are as follows: 

 

• Minimal / No disruption to business: InstaSafe’s Information Security team works in 
close coordination with the Organization’s IT team to ensure minimum disruption to day-
to-day business activities of the organization while yet managing to maximize the 
identification of risks and vulnerabilities. 

 

• No limitations on scope: Our Information Security team has the capability and 
versatility to assess a range of IT infrastructure devices. Whatever the extent of the IT 
infrastructure, you can be sure that our team will carry out a thorough and complete 
assessment in a time-efficient manner. 

 

• Comprehensive and deep investigation: To ensure that no known vulnerabilities are 
left undiscovered, our Information Security team employs a comprehensive Three 
layered assessment methodology that comprises: Automated, Semi-Automated and 
Manual tests. 

 

• Flexible, Location neutral approach: Depending on the Organization’s budget and 
security policies we can carry out thorough assessments onsite as well as from our 
security center in Bangalore, India. Details of the connectivity required are described 
later in this section. 

 

• Effective reporting: We place a lot of emphasis in coming up with a report that aims to 
clearly highlight areas of maximum risk, showcase proof-of-concept exploits, objectively 
grade the current security posture of the IT assets as well as chart next steps that can 
ensure immediate and tangible improvements 

 

• Remediation support: Our Information security team is at hand and available for any 
support/guidance/clarifications during the remediation phase as may be needed. 

 

• Post remediation assessment: This assessment helps complete the cycle for the 
Organization and helps to ensure that none of the reported vulnerabilities slip through 
the cracks and remain un-attended. 
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Security Maturity Level 

   The below table explains the security maturity level designed by Enterprise security Group 

Category Basic Progressing Advanced 

Philosophy “Cybersecurity is a 

necessary evil.” 

“Cybersecurity must be more 

integrated into the business.” 

“Cybersecurity is part of the 

culture.” 

People CISO reports to IT Small 

security team with minimal 

skills 

CISO reports to COO or other 

non IT manager.  Larger 

security team with some 

autonomy from IT 

CISO reports to CEO and is 

active with the board       

Large, well-organized staff 

with good work environment 

Process Informal and ad-hoc 

Subservient to IT 

Better coordination with IT, 

but processes are rare, 

informal, manual and 

dependent upon individual 

contributors 

Documented and formal with 

an eye toward scale and 

automation 

Technology Elementary security 

technologies with simple 

configurations 

Decentralized security 

organizations with limited 

coordination across 

functions Focus on 

preventions and regulatory 

compliance 

More advanced use of security 

technologies and adoption of 

new tools for incident 

detections and security 

analytics 

Building enterprise security 

technology architecture Focus 

on incident prevention, 

detection and response Adding 

elements of identity 

management and data security 

to deal with cloud and mobile 

computing security 

 

 

 

 

 

http://research.esg-global.com/
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Walk-Run-Fly with our Programs                  

                       

 

 

• Most of the organizations start their engagement with Walk Enterprise programs. This 

program provides on demand security assessment of application using our in-house 

security team which is similar to any other VAPT services.  

• Once the enterprise realizes the benefits of the program, they graduate to fully 

managed program where we invite our army of high quality security researchers and 

actively engage with them to conduct testing. Here, the enterprise’s application will be 

exposed of hundreds of researchers who tries multiple scenarios and tools to test the 

application. SafeHats team validates and filters the report and send it to enterprises. 

Our Platform offers real time reporting, communication channels for developers and 

researchers to discuss on remediation steps and fix it faster. 

• Once the organization feel that they have matured and secured, they move to public 

programs. Public programs attracts lot more security researchers and provide security 

vulnerabilities findings which couldn’t have revealed with testing by limited security team 

members. 
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Key deliverables:  

 

1. /Security page 

                  Does your organization has process in place where any security researcher can report reach out to you 

and report bug?   /security page is the first gateway of your website that security researchers will reach out to you 

to report any kind of security bug that they have identified in your application.  Your security page url should be 

like www.yourcompanyname.com/security . It contains important importation like vulnerability disclosure policy, 

scope, link to Safehats portal to report submission, and more. You can view Instasafe security page to have 

overview about it contents. 

 

Benefits of /Security page : 

1. First point of communication for security researchers to reach out to your organization’s security team 

2. Scope, rules of engagement, and disclosure policy sets clear expectations to security researchers. 

3. Bounty amount if provisioned provides incentives for security researchers to find bugs. 

 

    Please refer Appendix section of this document for /security page template. 

 

 

    2. Responsible Disclosure Policy 

               Responsible disclosure policy also known as Vulnerability disclosure policy laid down guidelines for the 

security researchers to be followed for reporting vulnerabilities. Along with responsible disclosure policy, we help 

to create scope for testing, scope exclusion, rewards setting, eligibility criteria, reporting format, rules of 

engagement, and more.  

    

             We will help you to establish vulnerability disclosure policy as per ISO/IEC 29147:2014 which provides 

guidelines for the disclosure of potential vulnerabilities in products and online services.  

 

It details the methods a vendor should use to address issues related to vulnerability disclosure. ISO/IEC 

29147:2014 

● provides guidelines for vendors on how to receive information about potential vulnerabilities in their 

products or online services, 

● provides guidelines for vendors on how to disseminate resolution information about vulnerabilities in 

their products or online services, 

● provides the information items that should be produced through the implementation of a vendor's 

vulnerability disclosure process, and 

● provides examples of content that should be included in the information items. 

 

http://www.yourcompanyname.com/security
https://instasafe.com/security/
https://www.iso.org/standard/45170.html


 

 

15 

 

You can also refer to Safehats disclosure policy for more information. Please refer Appendix section of this 

document for Responsible Disclosure Policy Template. 

 

   3. Safehats Trusted Seal 

                                       

         Safehats Trusted seal is an indication that you are security conscious enterprise and you are protected by 

Safehats security researchers. It enhances your brand positioning by indicating to your customers that your 

organization takes security seriously and your application is secured. For security researchers, it indicates that 

your organization have vulnerability disclosure policy in place.  

   

    4. Safehats Launchpad Application 

       The Safehats Launchpad platform connects security conscious Enterprises, Financial Institutions and 

Governments with the security researchers community to have their products tested against vulnerabilities. It also 

enables security researchers across the globe to leverage their skills to gain recognition and monetary benefits 

from the platform. 

Sl. No SafeHats LaunchPad Application Services Include 

1. Vulnerability Management 

1.1 /Security Page 

1.2 ISO 2914 compliance 

2 Bounty Management 

2.1 Bounty Guidance 

2.2 Bounty Processing 

2.3 Researcher Engagement 

2.4 Managed Bounty Services 

3. Program Management 

3.1 Hacker Reputation 

https://safehats.com/disclosure-policy/
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3.2 Hacker messaging 

3.3 Hacker Invitation 

3.4 Triage Services 

3.5 Mediation Services 

 

Tools Expertise 

System Programs Ping, Traceroute, Whois, Dig, Host, Finger, Netstat 

Fingerprinting/Port scanning Nmap, THC-Amap, Firewalk, Hping2, Unicorn 

 

 

 

Vulnerability Scanners 

Nessus, Metasploit framework, ISS Internet Scanner, Sam 

Dump, Nikto, Hping2, N-Stealth, WEPCrack, SuperScan, Retina, 

Xprobe2, Shadow Security Scanner, WebGoat, WebScarab, SQL 

Tools, Paros proxy 

Traffic Profilers AirSnort, Snort, Netcat, Wireshark 

 

Sniffers 

Kismet, Ettercap, Dsniff, Ethereal, Netstumbler, TCPDump 

Cain&Abel 

Password Crackers Hydra, Brutus, John The Ripper, L0phtCrack, Medusa, 
Ophcrack 

Wi-Fi assessment Aircrack suite of tools, Cowpetty 

In this context, it is important to note that the success of an information security  assessment 

depends only marginally on the tools used. The expertise and experience of the consultants/ 

analysts/ engineers involved is a key aspect of success. Interpretation of tool results, and 

further probes based on the tool results are greatly enhanced by the ability of the individual 

consultants. 
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